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1. Introduction 

 

1.1 Summary 

The purpose of MARINFO is to provide ship related information and statistics for all ships assigned 

with an IMO number.  The goal of this project is to make MARINFO cloud native and migrate all 

existing historical data to the cloud. 

This document describes the infrastructure architecture of the Databricks Marinfo project data platform 

deployed for the European Maritime Safety Agency (EMSA). This encompasses the necessary Azure 

components, network connectivity, security, availability and scalability of the solution. 

 

This document will cover the prerequisites, permissions and platform on which the solution is built, the 

used Azure components, how to access them and their relationships, the data flow through the 

components and the Azure governance model governing the entire implementation.  

 

1.2 Project Description 
 

The European Maritime Safety Agency (hereinafter called EMSA) provides various maritime information 

services. One of these maritime information services is MARINFO.  The purpose of MARINFO is to 

provide ship related information and statistics for all ships assigned with an IMO number. MARINFO 

was developed by EMSA in 2007 with Talend for ETL, Perl scripts and an Oracle database. 

 

The goal of this project is to make MARINFO cloud-native. This new solution will pick up data, validate 

and transform it, and make it available to end users and systems. All historical information needs to be 

transferred to the new solution as well. 

 

Over time, there have been multiple versions of the MARINFO data. Before this project version 3 of the 

MARINFO data is used by EMSA. This will be the version that is used to implement the project.  

 

Besides the MARINFO database, the following specific operational features are also in scope of the 

project: 

MARINFO History: Register changes 

A database schema that stores automatically all changes registered to the MARINFO data, to allow the 

business users to recreate the shipping universe at any given date in the past. For every data change 

(insert or update) an extra row is added to the table. Every row has a record start date and a record 

end date to indicate the validity of this information. In literature this modelling technique is commonly 

called a slowly changing dimension type 2. More information about this database is given in section 4.2. 

 

Example: if a ship is ‘recycled’, a new record for that ship is created in the SHIP table of MARINFO 

HISTORY, with a timestamp to identify that from that moment on, the ship is no longer Active. The 

previously existing ship record is then closed (record end date) with the same timestamp, allowing the 

database users to assess the ships’ situation in any given moment in time. 

 

MARINFO Verification: Data uploading troubleshooting 

Logging of problems during data uploading helps data contractors to identify issues and work on 

corrective measures. The verification information consists of loading history (LOAD_ID + timestamp), 

loading results (success/failure) and loading results causes. 



PUBLICATION TITLE 

Page 6 of 73 

   

 

In case of loading errors, the MARINFO Administrators and the Data-Provider contractor receive a 

complete report of the data loading failure.  

 

MARINFO Views: 

A number of informational views have been set up in order to harmonize and consolidate data from 

the data providers in a unified way: 

• MAR_REF: 

Aims to create reference tables for different dimensions like shiptypes, company’s, ports, countries,… 

An additional layer refreshes these tables, new references are automatically added  when they are 

available in the source data. 

• MAR_HISTORY: 

Aims to create history tables of certain characteristics of the underlying MARINFO data. The ship’s 

flag, status, crew,.. are recorded with start and end date in these weekly updated history tables. 

• MAR_DONA: 

Key indicators that describe movement and other key statistics about a dynamic “active fleet 

universe”. 
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2. Solution architecture 

 

In this chapter the main components of the data platform architecture are discussed.  

 

 
 

 

2.1 Data Factory 
2.1.1 General information 

Azure data factory will be the main orchestration component for this project. Azure Data Factory is 

Azure's cloud ETL service for scale-out serverless data integration and data transformation. It offers a 

code-free UI for intuitive authoring and single-pane-of-glass monitoring and management.  

The relevant data factory marinfo-prod-we-df can be found by clicking on the link below, or by navigating 

in the azure portal as seen in below picture. 

https://adf.azure.com/en/home?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-

1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-

rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df 

 

 

Since data factory will be the orchestration component, the build-in alerting mechanism is used to have 

automated processes to monitor the data flows.  

 

Each time a pipeline in data factory is triggered, its status will be visible on the monitoring tab in the 

data factory UI. This tab can be consulted to check the status of a specific run and to see more details 

in case of an error.  

 

https://adf.azure.com/en/home?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df
https://adf.azure.com/en/home?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df
https://adf.azure.com/en/home?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df
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The monitor tab can also be found by clicking this link below: 

 

https://adf.azure.com/en/monitoring/pipelineruns?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-

acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-

rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df 

 

It is possible to setup automatic alerts based on the results present in the monitoring tab. Alerts can be 

automatically sent if a pipeline in data factory failed to execute (failed pipeline) or if the trigger to start 

the pipeline did not start (failed trigger). There are different mechanisms to be alerted and these can be 

configured for each alert. These are easily configurable alerts within Azure pipelines are general alerts 

that can for example notify when a pipeline didn’t finish properly. So, there is less customization 

available here then for example with the ingest_data alerts, but can on the other hand send a generic 

alert for all other pipelines. Currently, a custom email is sent each time the ingest_data pipeline runs. 

 

Creating alerts will ensure 24/7 monitoring of your data integration projects and make sure that you are 

notified of issues. 

 

The mails from data factory are basic e-mails, simply stating a failure or success of a pipeline. Since 

reporting of failure requires more advanced e-mails to be sent for EMSA, a logic app will be used. The 

logic app is explained in the next section. 

 

2.1.2 Implementations 

Pipelines: 

https://adf.azure.com/en/monitoring/pipelineruns?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df
https://adf.azure.com/en/monitoring/pipelineruns?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df
https://adf.azure.com/en/monitoring/pipelineruns?factory=%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmarinfo-prod-we-df
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For different processes we have different pipelines setup. The main pipeline that ingests data from IHS 

is shown in the picture above. Each cell represents an action that is triggered in sequence. These tasks 

include a copy data tasks which moves data from one place to another, a databricks trigger that will 

process the data and store it into SQL or creates the report, a logic app trigger that will prepare the 

automated mail… Similarly the DONA and Marinfo_Update pipeline are there to orchestrate when 

certain SQL views, stored procedures need to be refreshed/materialized. 

 

Triggers: 

 
In the manage tab, we have the option to modify our triggers. These triggers will be linked to our 

pipelines and determine when/how often they should be triggered.  

 

Linked Services: 
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In the manage tab we also find our linked services. These are predefined services that Data Factory 

needs access to in order to complete the pipeline. 

 

2.2 Logic App 

 

Azure Logic Apps is a cloud service that helps you schedule, automate, and orchestrate tasks, business 

processes, and workflows when you need to integrate apps, data, systems, and services across 

enterprises or organizations. Logic Apps simplifies how you design and build scalable solutions for app 

integration, data integration, system integration, enterprise application integration (EAI), and business-

to-business (B2B) communication. For this project, a logic app will be used to send e-mail reports with 

office365 when events happen during the process flow. The content of the email can be customized for 

EMSA. 

 

The relevant logic app for the production environment can be accessed/configured by following the link 

below: 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-

453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-

rg/providers/Microsoft.Logic/workflows/marinfo-prod-we-ala/logicApp 

 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.Logic/workflows/marinfo-prod-we-ala/logicApp
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.Logic/workflows/marinfo-prod-we-ala/logicApp
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.Logic/workflows/marinfo-prod-we-ala/logicApp
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The code of the logic email app can be found by accessing the logic app code view tab on the left.

 
 

2.3 Azure Data Lake 

 

Azure Data Lake Storage Gen2 is a set of capabilities dedicated to big data analytics, built on Azure 

Blob storage. Data Lake Storage Gen2 is the result of converging the capabilities of two existing storage 

services, Azure Blob storage and Azure Data Lake Storage Gen1. Features from Azure Data Lake 

Storage Gen1, such as file system semantics, directory, and file level security and scale are combined 

with low-cost, tiered storage, high availability/disaster recovery capabilities from Azure Blob storage. 

 

The data lake is where all raw data is stored. The Azure data factory will copy all new data from the 

FTP server to the data lake where it can be picked up by databricks to process the data. Besides raw 

data, intermediate results will be stored in parquet files (delta lake) which are also stored on the data 

lake.  

 

The delta lake, which was previously mentioned, is an open source storage layer that brings reliability 

to data lakes. Delta Lake provides ACID transactions, scalable metadata handling, and unifies 

streaming and batch data processing. Delta Lake runs on top of your existing data lake and is fully 

compatible with Apache Spark APIs. 
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Delta Lake on Databricks allows you to configure Delta Lake based on your workload patterns. 

Databricks also includes Delta Engine, which provides optimized layouts and indexes for fast interactive 

queries. 

The relevant storage account for the production environment can be accessed by clicking the link below. 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-

453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-

rg/providers/Microsoft.Storage/storageAccounts/marinfoprodwedl/containersList 

 

2.4 Databricks 

 

Azure Databricks is an Apache Spark-based analytics platform optimized for the Microsoft Azure cloud 

services platform. Designed with the founders of Apache Spark, Databricks is integrated with Azure to 

provide one-click setup, streamlined workflows, and an interactive workspace that enables collaboration 

between data scientists, data engineers, and business analysts. Databricks will be used for 

transformation and validation of the data and for transferring the data from CSV files to the relational 

database. 

For the purpose of ingesting data into the SQL server and initiating the checks that need to be 

performed, as well as automatic report creation, databricks notebooks written in the python 

programming language are used.  

 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.Storage/storageAccounts/marinfoprodwedl/containersList
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.Storage/storageAccounts/marinfoprodwedl/containersList
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.Storage/storageAccounts/marinfoprodwedl/containersList
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These notebooks can be found in the Workspace tab on the left: 

 

 

2.5 Azure SQL Database 
After the input files arrive in the Azure Data Lake they are picked up by Azure Databricks where the 

files undergo the necessary processing steps before writing the end result to both the Azure Data lake 

and an Azure SQL database. 

From then onwards the data is available in the Azure SQL database for all direct data consumers 

described below as well as the web services. 

  

Azure SQL Database is the intelligent, scalable, cloud database service that provides the broadest 

SQL Server engine compatibility.  

 

In the MARINFO database, we have constructed tables where the MARINFO data is stored, views that 

generate transformations based on the original IHS data and stored procedures that help with ingesting 

data, performing checks or materializing the views. 
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3. Azure prerequisites, permissions and platform 
The Marinfo project is built on Microsoft Azure and will make use of the existing Azure infrastructure to 

integrate with the data sources that currently reside on-premises. Specific information on the used 

Azure Devops project, the Azure Tenant, subscription, resource groups and provided networks are 

described in this section. 

3.1 Azure Devops 
An Azure Devops project is used to store both the Azure platform as well as the application code. 

Keeping the complete application in source control allows for quick recovery from failure, modular 

expansion of the solution and guarantees that the different environments are configured in exactly the 

same way. The Azure Devops project for the Marinfo project can be found here: 

https://dev.azure.com/emsa-marinfo/marinfo 

 

Property Value 

Project name MARINFO 

Description  This Azure Devops project hosts the code and build/release 

pipelines for the EMSA Marinfo project 

Visibility  Private 

Version Control Git 

Work Item Process template 

Table 1: Azure Devops project properties 

The Boards tab shows open tickets for the MARINFO development. 

 

The Repos tab contains all the GIT managed code for each of the Azure components: 

 

 

https://dev.azure.com/emsa-marinfo/marinfo
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3.1.1 Azure Devops project site 

 

The Azure Devops can be accessed by clicking the link below: 

https://dev.azure.com/emsa-marinfo/ 

 

3.1.2 Extensions 

The following free Azure Devops extensions are added to the Azure Devops project.  

Module Publisher Url 

Terraform  Microsoft 

DevLabs 

https://marketplace.visualstudio.com/items?itemName=ms-

devlabs.custom-terraform-tasks 

 

  

https://dev.azure.com/emsa-marinfo/
https://marketplace.visualstudio.com/items?itemName=ms-devlabs.custom-terraform-tasks
https://marketplace.visualstudio.com/items?itemName=ms-devlabs.custom-terraform-tasks
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3.2 Azure Subscription 
 

 

Subscription name  Subscription ID  

emsa-marinfo-dev  1a5ede5b-5d56-4b40-93c8-9c6dfd70ff5f 

emsa-marinfo-preprod  45fe553e-968e-48e5-a703-dd5867b53a1d 

 

emsa-marinfo-prod  49dbba4a-f9cd-453f-acce-1f036b6c5e2c 

emsa-marinfo-test  df31e594-c219-4b04-8824-fa9cf4a1a2d0 

 

3.3 Resource Groups 
The data platform solution in Azure is divided in multiple resource groups depending on the chosen 

number of tiers and regions. In each resource group, some resources necessary for management of 

the environment and BI development are deployed. The resource groups follow a generic naming 

convention.  

NAME Subscription Location 

marinfo-test-we-rg emsa-marinfo-test West 

Europe 

marinfo-test-we-dbw-arg emsa-marinfo-test West 

Europe 

marinfo-prod-we-rg emsa-marinfo-prod West 

Europe 

marinfo-prod-we-dbw-arg emsa-marinfo-prod West 

Europe 

marinfo-mgt-we-rg emsa-marinfo-prod West 

Europe 

marinfo-dev-we-rg emsa-marinfo-dev West 

Europe 

marinfo-dev-we-dbw-arg emsa-marinfo-dev West 

Europe 

 

 

 

 

 

 

 

marinfo-dev-we-rg, marinfo-test-we-rg and marinfo-prod-we-rg are the respectively dev, test and prod 

environments where all day-to-day MARINFO activity takes place. Resources such as the Databricks 

service, Azure Data Factory, SQL server, Azure Datalake,.. can be found here. 

 

SILVA Raul
Rectangle
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The remaining resource groups marinfo-dev-we-dbw-arg, marinfo-test-we-dbw-arg, marinfo-test-we-

dbw-arg and marinfo-mgt-we-rg contain little resources and have mainly infra, back-up and 

management related purposes. 
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4. Functional Design 
In the following sections, each step in the process is explained in more detail: 

4.1 MARINFO data 
4.1.1 Data Ingestion 

Ingestion of data is done by the Data Factory. Based on the trigger schedule, data is pulled from the 

FTP servers and stored on an azure data lake. The schedule is configurable in data factory. All raw 

data is stored, which is the starting point for databricks to begin transformations on the data. No 

retention period is specified, hence all data will be stored indefinitely. It is however possible to configure 

the retention period of the data. 

 

 

 

The raw data consists of ZIP files which are uploaded each day by external contractors.  At the moment 

only one FTP server is used as shown in above figure. It should however be possible to add new FTP 

or SFTP servers in the future that are simultaneously checked for new data. The current FTP server is 

reachable from the public internet.  

 

The filename of the ZIP files contains the date on which it was uploaded on the FTP server 

(lotX_YYYYMMDD.zip where X reflects the destination lot). This makes it possible to only process the 

most recent files. Each file that has no record in the database or that has a record with status failed, 

has not been successfully processed and can be handled. Note that files should be processed in order, 

oldest files first based on the date in the filename. In case of a failure, the process is not blocked and 

more recent files will be processed nevertheless. The order in which files should be processed from the 

same day is determined by the dependencies between the different tables in the MARINFO database. 

Each file that is processed is added to the MARINFO_VERIFICATION schema together with its 

processing status. Note that failures during the ingestion step consist only of failed copy tasks (for 

whatever reason possible) or systems that are not available/reachable, because no data validation is 

done yet. Hence, an e-mail is sent only to EMSA users in case something happened during this step.  
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Note that no data is removed from the FTP server by EMSA users. The external contractor may however 

delete files from the FTP server. 

Step-by-step approach 

 

1. Connect to the FTP server 

2. List the files on the remote directory which comply the expected pattern for the lot 

3. Identify the files which are more recent than the latest successfully processed load for the 

specified lot. 

4. Copy the identified files to the raw data area in the data lake. 

 

Failure handling 

In case of a failure when processing the data in the ZIP file, the full zip is NOT processed. Since data 

factory is used for orchestration, the build-in mechanisms for alerting are used. A mail will be sent to 

EMSA users stating the ingestion failed. Note that failures due to incorrect data or data types 

mismatches etc. are explained in more detail later.  

 

FTP Configurations 

The configurations on how to access the FTP server are stored into the SQL database. The information 

can be found / adjusted in the following table: MAR_VERIF4.PARAM_FTP 

 

At the time of writing, the data can be found on the hostname: mft.ihsmarkit.com 

Raw Data  

The raw data can then be found on the marinfoprodwedl storage account, in the datalake container and 

opening the MARINFO4 folder. Here, they are stored in zip files. 
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4.1.2 Data validation 

The collect & store step takes the ZIP files from the raw data area and processes them. The detailed 

architecture of this step is shown in below figure. 

 

 

 

The ZIP files from the data ingestion step will be extracted and each CSV file that was contained in the 

ZIP file will be processed. The CSV file contains the file type in its filename. There are 4 possible file 

types (all, upd, nul and del). They are explained in more detail in the following subsections. The figure 

above shows an example of the contents of a zip file. It consists of multiple CSV files containing the 

data for the operations. Besides, a checksum file CheckSum.txt is present to verify the authenticity of 

the data. 

The first step in the collect & store step is to verify the authenticity of the data by using the checksum 

file. This file should contain a valid header (FILENAME|NBRECORDS|MD5) and the information in the 

checksum file should be correct (Number of records for each file + MD5 hash of each file + no other 

files in the ZIP other than the ones present in the checksum file). Below example shows the content of 

a CheckSum.txt file. 

 

 

The next step is to validate the data against the correct data types. The final step is to validate all 

primary and foreign keys. The primary key should be unique and the foreign key should be already 

present in the data. Before storing the data, circular dependencies should be checked.  

In case a failure occurs due to wrong data types or incorrect keys/dependencies, a mail is sent to the 

users of EMSA and the external contractors. The mail is not processed automatically at both sides, 

hence the content of the report should not be equal to the present situation as long as the errors are 

pinpointed so the contractors know where the error occurred and why. The contractors will upload the 

corrected data to the FTP servers and the corrected data will be processed again. The corrected data 

should not have the same filename as the file in which the error was found. If a file fails, next run, more 

recent files will be processed. An example of an e-mail report is shown below. Depending on the lot, 

the mail to the external contractor will have different recipients.  
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Besides the reporting mail, the loading process should also append a new line to the MARINFO 

Verification database with the timestamp when the loading process occurs, a status of the process 

(success/failure) and some extra information about the exact error and why the error happened. This 

step is explained in more detail later.  

Step-by-step approach 
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The following steps are orchestrated within the databricks ‘Main_Process’ script. 

https://adb-

1166721739537560.0.azuredatabricks.net/?o=1166721739537560#notebook/2869800246450272/co

mmand/2869800246450273 

The checks performed are either validation logic executed in databricks itself or validation logic directly 

in the SQL database. 

1. Validate the checksum file 

a. Headers equals FILENAME|NBRECORDS|MD5 

b. Number of records in checksum file should be exactly the number of files in the zip file 

2. Validate file types (one of all, upd, nul and del)  

3. Validate information in the checksum file 

a. Filenames should be correct based on files in the zip 

b. Number of records for each file should be correct 

c. MD5 hash for each file should be correct 

4. Validate data types for each file 

5. Load data 

a. Disable circular dependencies/foreign keys 

b. Validate header of file and primary key field 

c. Enable circular dependencies/foreign keys and check 

 

Failure Handling 

In case of a failure during data validation, the following process flow is in place: 

 

1. All changes done up until this step are reverted so the database is in the same state as it was 

before processing the file. 

2. Error mail is sent to EMSA users and to the contact person of the contractor providing the data 

(can differ per lot). 

3. In MARINFO_VERIFICATION, information about the failed file is added and the status is set to 

failed. The ZIP file always contains information about a lot. 

4. One of both options is applicable: 

a. Contractor corrects the data and re-
uploads it to the FTP server. Note that 
this is the full ZIP again as no data is 
processed upon a failure. The checksum 
file will also change when changing the 
data itself (This is a manual step at the 
contractor side) 

 

b. EMSA users correct the data and upload 
it directly to the datalake in a separate 
container. A file uploaded by EMSA 
users will always have precedence over 
the contractor’s file. Note that this is the 
full ZIP again as no data is processed 
upon a failure. The checksum file will 
also change when changing the data 
itself. Changes made to the data should 
be communicated to the contractor as 
they will have to change their data as well 
to keep database consistency when 
processing a .all file in the future. (This 
is a manual step at EMSA side) 

 

 

5. Next run, the corrected file will be picked-up again and be processed because the record of this 

file has a failed status in the MARINFO_VERIFICATION database. Note that if no correction 

file is available on the FTP server, but there are more recent files, the newer files are processed, 

nevertheless. This way, a failure will not block the overall process.  

https://adb-1166721739537560.0.azuredatabricks.net/?o=1166721739537560#notebook/2869800246450272/command/2869800246450273
https://adb-1166721739537560.0.azuredatabricks.net/?o=1166721739537560#notebook/2869800246450272/command/2869800246450273
https://adb-1166721739537560.0.azuredatabricks.net/?o=1166721739537560#notebook/2869800246450272/command/2869800246450273
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4.1.2.1 File types 

Each file should be one of four defined types (all, upd, del, nul). The details of each type are described 

below. 

• All 

A file type of type all will contain .all in its filename. Files of this type will contain all data for 

the table. All data needs to be replaced by the data contained in the CSV file (delete all and 

insert). This file type is for example used for synchronization between the external contractor 

and the data in the database of EMSA.  

 

• Upd 

A file type of type upd will contain .upd in its filename. Files of this type contain records that 

need to be updated or inserted. An ID will be provided in the data in order to know exactly 

which record needs to be updated or, if the ID is not present, inserted.  

 

• Del 

A file type of type del will contain .del in its filename. Files of this type contain records that 

need to be deleted. This file type is only used occasionally. Note that a cascade delete is in 

place, meaning that all records to which a reference is made, should also be deleted from the 

tables. However, the deletes from the referenced tables should also be present in .del files for 

the referenced tables. If this is not the case, the failure mechanism should take over. 

 

• Nul 

A file type of type nul will contain .nul in its filename. Files of this type should not be processed. 



PUBLICATION TITLE 

 

  Page 25 of  73 

Nothing should be done with these files. They are however present on the FTP server and 

should be taken into account when calculating the validity of the checksum file.  

 

4.1.2.1 MARINFO Synchronization 

 

 

It is possible that once a year, the full database may need to be compared to the data supplier 

contractor’s database, to repair potential database errors/mistakes cumulated along the update loads. 

This is called synchronization. 

 

The external contractor will send a “*.all” file to overwrite all current data in the database (to fix potential 

database errors/mistakes cumulated along the update loads). All existing data will be deleted and data 

in the “*.all” file will be inserted. Note that the history of data is only changed if a change/deletion was 

in place, otherwise the current version of the history of the specific record will remain.  

 

Backups are automatically taken for the database. In case of a failure, it will be possible to roll-back a 

previous version of the database. At the moment, backups are stored on geo-redundant storage in 

Azure.  

The geo-redundant storage can be found in the azure portal – storage account tab: 

https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.Storage%2F

StorageAccounts 

The geo-redundant storage accounts are as seen below: 

 

 

4.1.3 Data Consumption 

It could be that there are specific use cases/needs in which transformed or aggregated data is queried 

regularly. In that case the data can be precalculated and stored in the required transformed format in 

the consumption layer. The consumption layer holds data that is derived from the curated data for 

specific (reusable) use cases. Since the cost in data lake storage is low, this ‘extra’ layer can even be 

used for ‘small’ transformations. For example, the data harmonisations that are considered in the 

technical specifications could be done in this layer with mapping tables. By applying this in the extra 

layer, corrective actions and recalculation based on the curated data are always possible if the 

harmonization rule changes or in case of a bug. At the moment, this layer will contain an exact copy of 

the curated data.  

 

4.1.4 Serve 

This part contains the components that can be used for consumption of the data. In the figure below, 

the architecture of the serving part together with adjacent parts (Consume & Transform and Validate) 

is depicted. This layer consists of several components which are described in more detail in the below 

subsections. 

https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.Storage%2FStorageAccounts
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.Storage%2FStorageAccounts
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4.1.4.1 Azure SQL DB 

The data tables are made available for consumption in the SQL database. The data is copied over from 

either the “Curated Data” or the “Curated” data lake layer. This is done via Databricks. Next to serving 

the data the SQL DB will also fulfil the next functions: keeping functional logs (loading history, loading 

results, loading result causes, # records,…). This database can be queried by end-users through 

ODBC/JDBC connection, web services or Power BI. 

Please refer to the EMSA MARINFO DATA LIBRARY document for more in-depth information regarding 

SQL tables, SQL views and stored procedures. 

 

4.1.4.2 ODBC & JDBC 

Users that need access to the MARINFO database use JDBC or ODBC connections at the moment. By 

using the connections, users are able to get read-only access to the database. Since ODBC and JDBC 

drivers are by default included in Azure SQL databases, these connections can still be used. Using 

these connections allow for an easy go-live scenario.  

 

Current users and the schemas they have access too: (Please find login details in the key vault) 

• AnalysisUser [MAR_ANALYSIS, MAR_API4, MAR_HISTORY4, MAR_VERIF4, MARINFO4, 

SSN,THETIS, MAR_DONA] 

• CrewlistUser [Crewlist] 
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• Thetis_User [MARINFO4] 

• DONA_User [MAR_DONA] 

• Mss_user [MARINFO4/SSL] 

• CSDReadOnlyUser [MAR_DONA] 

You can access the key vault by clicking the link below: 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-

453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-

rg/providers/Microsoft.KeyVault/vaults/marinfo-prod-we-kv/secrets 

 

4.1.4.3 SSN Exports 

 

The SSN exports: LOTA_MAX_MV and PORTSDATA can be found by using the following link: 

https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAcc

ountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-

1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-

rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%

220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-

key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.KeyVault/vaults/marinfo-prod-we-kv/secrets
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.KeyVault/vaults/marinfo-prod-we-kv/secrets
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/resourceGroups/marinfo-prod-we-rg/providers/Microsoft.KeyVault/vaults/marinfo-prod-we-kv/secrets
https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAccountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None
https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAccountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None
https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAccountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None
https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAccountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None
https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAccountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None
https://portal.azure.com/#view/Microsoft_Azure_Storage/ContainerMenuBlade/~/overview/storageAccountId/%2Fsubscriptions%2F49dbba4a-f9cd-453f-acce-1f036b6c5e2c%2FresourceGroups%2Fmarinfo-prod-we-rg%2Fproviders%2FMicrosoft.Storage%2FstorageAccounts%2Fmarinfoprodwedl/path/exports/etag/%220x8D996FD547EF415%22/defaultEncryptionScope/%24account-encryption-key/denyEncryptionScopeOverride~/false/defaultId//publicAccessVal/None
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To toggle on/off exports to the datalake, configurations can be stored/adjusted in the following SQL 

table: 

 

TO_BE_EXPORTED should be 1, and a path needs to be configured.  

4.1.4.4 Web Services 

MARINFO has web services available to get data from the database.  RESTful services are developed 

that deliver information in JSON format. All APIs uses pagination and request throttling. The use cases 

for the web services are explained in more detail below. Some of the data is available in multiple lots 

(Lot1C and lot2 overlap in terms of data). Note that for the web services where data is available in 

multiple places, data from one lot will be used. 

 

 

Vessel Name History 

Via a webservice, it is possible to retrieve a list of names which were used by a set of specified vessels, 

with the dates corresponding to when the name was used by the vessel(s). Multiple IMO numbers can 

be given as input and the number of names that the webservice can return per vessel is a one to many 

relationship.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot1C_History_Name 

 

Return value:  

• List 

o IMO Number 

o Name 

o Effective Date 

Pagination: 

Yes, (maximum of 100 vessels) 
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Vessel Flag History 

Via a webservice, it shall be possible to retrieve a list of flags which were used by a set of vessels, with 

the dates corresponding to when the flag was used by the vessel(s). Multiple IMO numbers can be 

given as input and the number of names that the webservice can return per vessel is a one to many 

relation.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot1C_History_Flag 

 

Return value:  

• List 

o IMO Number 

o Flag 

o Effective Date 

Pagination: 

Yes, (maximum of 100 vessels) 

 

Company Current 

Via a webservice, it shall be possible to retrieve the current ownership and management details of a 

set of specified vessels. Multiple IMO numbers can be given as input. 

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot1C_Ship 

 

Return value:  

• List 

o IMO Number 

o Registered Owner (full name) 

o Group Beneficial Owner (full name) 

o Ship Manager (full name) 

o Operator (full name) 

o Technical Manager (full name) 

o DOC Company (full name) 

Pagination: 

Yes, (maximum of 100 vessels) 
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Company Previous 

Via a webservice, it shall be possible to retrieve the previous ownership and management details of a 

specified vessel, with the corresponding dates. Multiple IMO numbers can be given as input and the 

number of entries for previous ownership and management details that the webservice can return per 

vessel is a one to many relation.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot2_History_Owner 

• Lot2_History_BenefOwner 

• Lot2_History_Manager 

• Lot2_History_Operator 

• Lot2_History_TechManager 

• Lot2_History_DOC 

 

Return value:  

• List 

o IMO Number 

o Registered Owner (full name) 

o Registered Owner Start Date 

o Registered Owner End Date 

o Group Beneficial Owner (full name) 

o Group Beneficial Owner Start Date 

o Group Beneficial Owner Start Date 

o Ship Manager (full name) 

o Ship Manager Start Date 

o Ship Manager Start Date 

o Operator (full name) 

o Operator Start Date 

o Operator Start Date 

o Technical Manager (full name) 

o Technical Manager Start Date 

o Technical Manager Start Date 

o DOC Company (full name) 

o DOC Company Start Date 

o DOC Company Start Date 

Company Details 

Via a webservice, it shall be possible to retrieve the current details of a company. Multiple IMO numbers 

or company names can be given as input. Wildcards (*) should be accepted.  

 

Parameters: 

• Company IMO number(s)  

OR 
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• Company Name(s) 

 

Used Tables: 

• Lot1C_Company 

• Lot1C_Company_all 

 

Return value:  

• List 

o Company IMO number 

o Company Name 

o Country Name 

o Nationality of Registration 

o Nationality of Control 

o Company Status 

o Founded Date 

Pagination: 

Yes, (maximum of 100 vessels) 

 

Company Fleet 

Via a webservice, it shall be possible to retrieve a list of vessel IMO numbers connected, within a 
predefined range of dates, with a company, i.e. the company has one of the following relationships to 
the vessel: 

• Registered Owner 

• Group Beneficial Owner 

• Ship Manager 

• Operator 

• Technical Manager 

• DOC Company 

Wildcards (*) should be accepted.  

 

Parameters: 

• Company IMO number(s)  

OR 

• Company Name(s) 

AND 

• Start Date 

• End Date 

 

Used Tables: 

• Lot2_History_Owner 

• Lot2_History_BenefOwner 

• Lot2_History_Manager 

• Lot2_History_Operator 

• Lot2_History_TechManager 

• Lot2_History_DOC 
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Return value:  

• List 

o Company IMO Number 

o Company IMO Name 

o IMO numbers of vessels connected to the company 

Crew 

Via a webservice, it shall be possible to retrieve the details of the crew of a set of vessels. Multiple IMO 

numbers can be given as input and the number of entries for the details of the crew that the webservice 

can return per vessel is a one to many relation.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot1C_Crew_List 

 

Return value:  

• List 

o Vessel IMO number 

o Crew List Date 

o Nationality 

o Total Crew 

o Total Ratings 

o Total Officers 

Pagination: 

Yes, (maximum of 100 vessels) 

Incidents 

Via a webservice, it shall be possible to retrieve the casualty and events data for a set of vessels. 

Multiple IMO numbers can be given as input and the number of entries for casualty and events data 

that the webservice can return per vessel is a one to many relation.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot1E_Casualties 

• Lot1E_Events 

• Lot1C_Ship 

• Lot1C_History_Flag 

 

Return value:  
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• List 

o Vessel IMO number 

o Incident Date 

o Vessel Name At Time Of Incident 

o Vessel Flag At Time Of Incident  

o Vessel Type At Time Of Incident (if not, current Type) 

o Vessel GT At Time Of Incident (if not, current GT) 

o Vessel DWT At Time Of Incident (if not, current DWT) 

o Vessel Date of Build or Age 

o Severity Indicator  

o Total Loss Indicator 

o Casualty type 

o Precis Text 

o Complimentary Text 

o Number Killed 

o Number Missing 

o Other vessel involved IMO Number 1 

o Other vessel involved IMO Number 2 

o Other vessel involved IMO Number 3 

 

Pagination: 

Yes, (maximum of 100 vessels) 

 

Inspections 

Via a webservice, it shall be possible to retrieve the details of Port State Control inspections performed 

for a set of vessels. Multiple IMO numbers can be given as input and the number of entries for the 

details of Port State Control inspections that the webservice can return per vessel is a one to many 

relation.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

 

Used Tables: 

• Lot1C_Ship 

• Lot1C_History_Flag 

• Lot1F_Inspections 

 

Return value:  

• List 

o Vessel IMO number 

o Vessel Name when inspected 

o Vessel Flag when inspected 

o Vessel Owner when inspected 

o Vessel Manager when inspected 

o Vessel Type when inspected (if not, current Type) 

o Vessel GT when inspected (if not, current GT) 
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o Vessel DWT when inspected (if not, current DWT) 

o Vessel Date of Build or Age 

o Inspection Date 

o Authorisation 

o Inspection Port 

o Country  

o Number of Defects 

o Ship Detained Indicator 

o Number of Days Detained 

o Number of Part Days Detained 

o Follow up Inspection 

o Expanded Inspection Indicator 

o Other Inspection Type 

o Release Date 

 

Pagination: 

Yes, (maximum of 100 vessels) 

Port Calls 

Via a webservice, it shall be possible to retrieve the port calls and ship transits for a set of vessels for a 

determined time period. Multiple IMO numbers can be given as input and the number of entries for port 

calls that the webservice can return per vessel is a one to many relation.  

 

Parameters: 

• IMO number(s) of the vessel(s) 

• Start Date 

• End Date 

 

Used Tables: 

• Lot1A_Movements 

 

Return value:  

• List 

o Vessel IMO number 

o Port Name (if a port call) 

o Port ID (if a port call) 

o Port Country (if a port call) 

o Arrival Date/Transit date 

o Sail Date (if a port call) 

o Destination (if a port call) 

o ETA (if a port call) 

o Previous port 

o Movement Type (port call or transit) 

Pagination: 

Yes, (maximum of 100 vessels) 
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4.1.4.5 Power BI 

EMSA users are also using Power BI to access the data in the Azure SQL DB to create relevant 

reports and dashboards. 

4.1.4.6 Functional Monitoring 

The functional monitoring part is a joint result of several Azure technologies. An Azure data factory is 

in place for orchestration purposes. The data factory has some built-in mechanisms that can be used 

for monitoring. It is also this tool that EMSA users will use to manually trigger a run of the flow. Logs of 

the data factory will be stored in a database, and it will be possible to query these results.  

The second technology that is used is a logic app. The logic app will be in place to send the customized 

reports to the end-users (both contractors and EMSA users). A report will be sent in various cases: 

 

1. When one of the systems is unavailable, an e-mail will be sent to EMSA staff stating the 

unavailable systems (can be FTP server, SQL Server, storage account, databricks).  

2. When the checksum validation fails, meaning that there are missing files, incomplete files or 

the MD5 hash is not correct, an e-mail will be sent to both EMSA staff and the contact person 

of the lot where the problem occurred.  

3. When data validation failed due to data type mismatches or missing/incorrect key references, 

an e-mail will be sent to both EMSA staff and the contact person of the lot where the error 

occurred.   

 

Since end-users should be able to run SQL Queries on the MARINFO database, Power BI is also added 

as a part of the monitoring. It will be able to write custom queries and execute them on the MARINFO 

database. A basic (example) report will be built with information about the run and eventual errors during 

the run. The information in the report will be the same information that is contained in the e-mail that is 

sent in case of an error during the flow. EMSA users will get a training about the use of Power BI which 

will enable end-users to create their own dashboards and execute their own queries going forward.  

 

 

4.2 MARINFO History 
This table will contain all changes that were ever made to the MARINFO data, to allow the business 

users to recreate the shipping universe at any given date in the past. For every data change (insert or 

update) an extra row is added to the table. Every row has a record start date and a record end date to 

indicate the validity of this information. In literature this modelling technique is commonly called a slowly 

changing dimension type 2.   

The MARINFO History is an exact copy of the whole MARINFO database, but for each record, a begin 

and end date are stored. In the picture below, an example of the history tables are shown for lot 1. The 

names of the tables are exactly the same as in the MARINFO database, but with a prefix H. It also 

shows the fields that are present in one of the tables. The fields are the same as for the MARINFO 

database extended with an ETL_ID, ETL_VERSION, ETL_DEBUT and ETL_FIN.  
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The ETL_DEBUT and ETL_FIN are timestamp fields for the beginning and end time of a record and 

are based on the time at which a record was processed. A record is updated (.upd file type) if one of its 

fields are changed in comparison with the current record. If this is the case, the time at that moment 

(ETL time) is used as the end time of the previous record and as the start time of the new (current 

version) record. The end time of the new record is set to a default value. Besides the start and end time, 

an ETL_ID and an ETL_VERSION are stored (a composite primary key is created for these two fields). 

These fields are automatically filled in when creating a new record. The ETL version will increase by 

one for each update of a specific record in the history.  

 

If a record is deleted (.del file type), the end time at which the record is processed is used as the end 

date for that record in the history and no new record is created. When a synchronization occurs (.all file 

type), only updated and deleted records are changed in the history database. 

 

Note that changes to the MARINFO_HISTORY database depend on the data in the 

MARINFO_HISTORY database itself and do not depend on the MARINFO database. However, the 

MARINFO_HISTORY should contain all data present in the MARINFO database and hence both should 

be in sync regarding the most recent data.  

 

 



PUBLICATION TITLE 

 

  Page 37 of  73 

 

 

4.3 MARINFO Verification 
The MARINFO Verification database will hold all data and metadata regarding uploading of the data. It 

contains the logs of the loading process and can help in identifying issues with the data. Each record in 

the MARINFO Verification database consists of a LOAD_ID and a timestamp when the operation was 

executed and a status of the operation (success/failure/pending). Some other extra fields can be added 

for more clarification (e.g. the filename, the number of files inside the zip, …)  

 

Besides, tables containing logs are stored in this database for each run.  
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5. Data governance and security 

 

5.1 Azure governance 
5.1.1 Naming conventions 

In this paragraph the naming conventions used for all resources are indicated.  

5.1.1.1 Azure resources 

The following naming conventions are used for all Azure resources  

application-tier-[location]-resource 

In the above structure the components are listed in the table below 

Property Value 

Location Westeurope → we 

Application marinfo 

Tier Dev, test, mgt or prod 

Resource An abbreviation of the Azure resource 

 

Remarks: 

- For subresources of virtual machines like a network interface card (nic) the machine name is 

taken and the subresource abbreviation is put after the virtual machine name.  

For example: marinfo-dev-we-nic. 

5.1.1.2 Service principals  

The same structure is followed where svp is the abbreviation for service principal  

 

5.1.2 Logging, monitoring and alerting 

All resources which are capable of sending their logs to an Azure Log Analytics Workspace have this 

enabled in their diagnostic settings where relevant. All relevant available logs are sent to enable proper 

troubleshooting and tracing back events when necessary. 

 

To access the different Log Analytics Workspaces (One for each environment) you can follow the link 

below: 

 

https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.OperationalI

nsights%2Fworkspaces 

 

These ‘Logs’ can be queried in the Logs tab of the Log Analytics workspace. Here, default queries are 

made available to inquire certain popular indicators. The picture below shows how to for example get 

Avg CPU usage for the databases in the MARINFO-PROD environment. 

https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.OperationalInsights%2Fworkspaces
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.OperationalInsights%2Fworkspaces
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5.1.3 Availability 

All components within the solution that are used for processing the data are Platform as a service 

components providing the necessary high-availability. The uptime service level agreements (SLA) for 

these components is presented in the table below. 

 

A disaster recovery environment is currently not incorporated in this design. 

 

Component Uptime SLA 

Azure Storage Account Reads:  99.9% (LRS, ZRS and GRS) 

 99.99% (RA-GRS) 

Writes:  99.9% 

Azure Automation Account 99.9% 

Azure SQL Database 99.99% 

Azure VM 99.9% 

Azure Key Vault 99.9% 

Azure Databricks 99.95% 

Azure Data Factory 99.9% 

Azure Log Analytics Workspace 99.9% 

 

5.2 Azure component security 

 

5.2.1 Azure Log Analytics Workspace 
5.2.1.1 General 

A Log Analytics workspace is a unique environment for Azure Monitor log data. Each workspace has 

its own data repository and configuration, and data sources and solutions are configured to store their 

data in a particular workspace. A log analytics workspace is deployed in each environment. Diagnostic 

logs of the resources are written to the workspace of the corresponding environment. 

Please find the logs by following the link below: 
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https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.OperationalI

nsights%2Fworkspaces 

 The pricing of this component depends on the amount of data (considered under the Azure monitor 

component) that is written to the workspace (billing per GB in Pay-As-You-Go model). 

Parameter Development Test Production 

Location West Europe West Europe West Europe 

Pricing Tier Pay-as-you-go Pay-as-you-go Pay-as-you-go 

Tag description Log Analytics 

workspace for 

monitoring and 

alerting of the 

environment 

Log Analytics 

workspace for 

monitoring and alerting 

of the environment 

Log Analytics 

workspace for 

monitoring and alerting 

of the environment 

Lock Delete lock  Delete lock 

5.2.1.2 Security 

An Azure log analytics workspace is deployed for each environment which causes the data of the 

environments to be entirely separated in location as well as in access permissions. The Azure log 

analytics workspace does not contain sensitive data and logging data is only accessible for users with 

the monitoring data readers or higher permissions. 

5.2.1.3 High-availability and disaster recovery 

The log analytics workspace is not critical for the workings of the application but offers an SLA of 99.9%. 

Together with Azure monitor which is by default available in the Azure subscription the monitoring and 

the alerting within the environment is managed. 

A separate log analytics workspace is deployed in a disaster recovery environment in case this is 

foreseen to capture the logging of the disaster recovery components.  

 

5.2.2 Data Storage data lake 

An Azure Data lake storage account is the same as a normal Azure storage account where the 

hierarchical namespace property is enabled. Data processed in Azure Databricks is stored in this 

Data lake. It also serves as the landing zone for the data.  

Parameter Development Test Production 

Performance Standard Standard Standard 

Account Kind StorageV2 StorageV2 StorageV2 

Replication LRS LRS LRS 

Access tier Hot Hot Hot 

Connectivity 

method  

Allow trusted Microsoft 

services 

Allow trusted Microsoft 

services 

Allow trusted Microsoft 

services 

Secure Transfer 

required 

Enabled Enabled Enabled 

Large file shares Disabled Disabled Disabled 

Soft delete Disabled (not possible) Disabled (not possible) Disabled (not possible) 

Hierarchical 

namespace 

Enabled Enabled Enabled 

Containers - databricks 
- exports 
- overwrite 
- datalake 

- databricks 
- exports 
- overwrite 
- datalake 

- databricks 
- exports 
- overwrite 
- datalake 

Tag description Data Storage Data Storage Data Storage 

Lock Delete lock Delete lock Delete lock 

https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.OperationalInsights%2Fworkspaces
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.OperationalInsights%2Fworkspaces
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Next to this resource configuration the Databricks service principal is added to the Storage contributor 

role on this storage account.  

 
5.2.2.1 Security 

A number of storage accounts contain sensitive data which is handled with the necessary care.  

- Secure transfer required is enabled on all accounts allowing no unencrypted connections to the 

storage accounts 

- Stored data is automatically encrypted on all storage accounts using 256-bit AES encryption. 

This is done with the Microsoft managed key. 

- All storage accounts containing data have their firewall configured to be only accessible from 

the virtual network 

- All Azure files storage accounts have their firewall configured to be only accessible from the 

virtual network. They are accessed by end-users outside the virtual network using a private 

endpoint which ensures that all traffic goes over the local network and Expressroute connection 

to Azure rather than the public internet.  

5.2.3 High-availability and disaster recovery 

The storage accounts form a critical part of the application and offer a 99.9% SLA. 

In a disaster recovery set-up the redundancy of the data storage would be changed to the RA-GRS 

level making the data available in the paired Azure data center. In the case of Azure West-Europe this 

is Azure North-Europe. Data can be processed there without any issues and failover is completely 

transparent for the application. Non-date storage is just deployed in the same way in the disaster 

recovery tier. Azure files does currently not have the RA-GRS redundancy level. In a disaster recovery 

scenario a second Azure Files storage account would need to be provided. 

5.3 Azure Key Vault 
An Azure key vault is deployed in each environment to store all secrets, keys and certificates that are 

used in the corresponding environment. 

Parameter Development Test Production 

Pricing Tier Premium Premium Premium 

Soft delete Enable Enable Enable 

Retention period 

(days) 

90 90 90 

Purge protection  Disabled  Disabled  Disabled 

Azure Virtual 

Machines access 

Yes Yes Yes 

Azure Resource 

Manager access 

Yes Yes Yes 

Azure Disk 

Encryption Access 

Yes Yes Yes 

Tag description Azure Key Vault for 

storing of secrets 

Azure Key Vault for 

storing of secrets 

Azure Key Vault for 

storing of secrets 

Lock Delete lock Delete lock Delete lock 

Diagnostic Settings Log Analytics 

workspace 

Log:  

- JobLogs 
- JobStreams 
- DscNodeStatus 

Metric: 

- AllMetrics 

Log Analytics 

workspace 

Log:  

- JobLogs 
- JobStreams 
- DscNodeStatus 

Metric: 

AllMetrics 

Log Analytics 

workspace 

Log:  

- JobLogs 
- JobStreams 
- DscNodeStatus 

Metric: 

AllMetrics 
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Table 2: Azure Key Vault configuration 

5.3.1 Access Policies 

The following access policies are in place for the key vaults: 

 

Key Vault Permissions 

marinfo-dev-we-kv  Secret: Get, List, set, 

delete 

marinfo-test-we-kv  Secret: Get, List, set, 

delete 

marinfo-prod-we-kv  Secret: Get, List, set, 

delete 

5.3.2 Security 

The Azure Key Vault contains a number of configuration data and credentials that are handled with the 

necessary care. 

 

- All  key vaults have their firewall configured to be only accessible from the virtual network. When 

accessing the key vault even from the Azure Portal in the browser it is not available if the 

connection isn’t coming from within the virtual network 

- Access policies are restricted and indicated in the access policies configuration table 

- Passwords in the vault are automatically generated and placed in the key vault automatically 

without manual intervention.  

5.3.3 High-availability and disaster recovery 

The Azure key vault forms a critical part of the application and offers a 99.9% SLA. 

 

Currently, there is no disaster recovery component active for the Azure Key Vault. In a disaster recovery 

set-up a second key vault is required for the disaster recovery environment. 

 

5.4 Azure Databricks 
5.4.1 General 

Parameter Development Test Production 

Pricing Tier Standard Standard Standard 

Deploy in own vnet Yes Yes Yes 

Virtual network N/A N/A N/A 

Public subnet name N/A N/A N/A 

Public subnet CIDR 

Range 

N/A N/A N/A 

Private subnet name N/A N/A N/A 

Private subnet CIDR 

Range 

N/A N/A N/A 

Tag description Azure Databricks 

workspace for 

processing of the 

data 

Azure Databricks 

workspace for 

processing of the 

data 

Azure Databricks 

workspace for 

processing of the 

data 

Lock Delete lock Delete lock Delete lock 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/1a5ede5b-5d56-4b40-93c8-9c6dfd70ff5f/resourceGroups/marinfo-dev-we-rg/providers/Microsoft.KeyVault/vaults/marinfo-dev-we-kv
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/1a5ede5b-5d56-4b40-93c8-9c6dfd70ff5f/resourceGroups/marinfo-dev-we-rg/providers/Microsoft.KeyVault/vaults/marinfo-dev-we-kv
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/1a5ede5b-5d56-4b40-93c8-9c6dfd70ff5f/resourceGroups/marinfo-dev-we-rg/providers/Microsoft.KeyVault/vaults/marinfo-dev-we-kv
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Table 3: Azure Databricks workspace configuration 

5.4.2 Databricks cluster 

Currently, each environment is equipped with autoscaling cluster pools. These will only be active 

when a job run is triggered. 

Parameter Development Test Production 

Pool ADFpool ADFpool ADFpool 

Enable autoscaling True True True 

Worker Type Standard_DS3_v2 Standard_DS3_v2 Standard_DS3_v2 

Workers 0 - 35 0 - 35 0 - 35 

Driver Type Standard_DS3_v2 Standard_DS3_v2 Standard_DS3_v2 

5.4.3 Manual actions 

The creation of an Azure Key Vault backed secret scope for Azure Databricks is described in6.2 Create 

an Azure Key Vault-backed secret scope. This will create an access policy on the Azure Key Vault for 

retrieving the secrets. This access policy is included in the key vault access policies. 

 

5.4.4 Permissions 
After the initial deployment specific permissions for the users will be determined in the different 

environments. Accessing the Azure Databricks workspace is done using Azure AD.  

5.4.5 Security 

The Azure Databricks workspace contains and orchestrates the jobs for processing the data. It does 

not store that data itself. Storing is the responsibility of the Azure Data Lake. For the processing of the 

data by Azure Databricks the following security actions are implemented.  

 

- Databricks makes use of the Azure key vault and stores no secrets by itself 

- Access to the Azure Key Vault for the secrets and Azure Data Lake for the data is done by 

using a service principal and access to that service principal is explicitly added on the Data 

Lake and Key Vault.  

- Deployment of Azure Databricks is done within the virtual network rather than using the default 

virtual network provided by Azure Databricks itself. It ensures the data never leaves the private 

network during processing. 

5.4.6 High-availability and disaster recovery 

The Azure Databricks workspace forms a critical part of the application and offers a 99.95% SLA. 

 

In a disaster recovery set-up a second Azure Databricks workspace is set up and is capable of running 

the required workload. 

 

5.5 Virtual Networks 
A virtual network is deployed for each environment and forms a spoke in the network hub-spoke model 

which is peered with the hub virtual network. This hub network is connected to the on-premises data 

sources and end-users residing on the sites and in the local datacenter. 

 

NSGs and route tables are created for each subnet but currently left at the default values. 

 



PUBLICATION TITLE 

Page 44 of 73 

   

 

 

5.6 Azure Data Factory 
5.6.1 General 

Azure Data Factory is Azure's cloud ETL service for scale-out serverless data integration and data 

transformation. It offers a code-free UI for intuitive authoring and single-pane-of-glass monitoring and 

management. It orchestrates the data movement from the on-premises data sources to the Azure Data 

lake where the data is then processed further.  

Paramet

er 

Development Test Production 

Version V2 V2 V2 

Enable 

Git 

True True True 

Git URL https://dev.azure.com/ems

a-

marinfo/marinfo/_git/DataF

actory 

https://dev.azure.com/ems

a-

marinfo/marinfo/_git/DataF

actory 

https://dev.azure.com/ems

a-

marinfo/marinfo/_git/DataF

actory 

Repo 

Name 

DataFactory DataFactory DataFactory 

Branch 

Name 

master master master 

Root 

Folder 

Factory Factory factory 

Tag 

descripti

on 

Azure Data Factory for 

data movement 

orchestration 

Azure Data Factory for 

data movement 

orchestration 

Azure Data Factory for 

data movement 

orchestration 

Lock Delete lock Delete lock Delete lock 

5.6.2 Post-Setup Actions 

 

CI/CD setup for pipelines: More information regarding the CI/CD setup of data factory can be found in 

section 

The data factory must be able to access on-premises data sources. For this purpose, a self-hosted 

integration runtime must be installed on an Azure VM. 

for a complete list of all access policies per environment. 

 

5.6.3 Security 

Azure data factory is an orchestrator and does not contain any data. It instructs the self-hosted 

integration runtime machine to move the data from the on-premises data sources to the Azure Data 
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lake and instructs Azure Databricks to execute its workload. The following security actions are 

implemented.  

 

- Azure Data Factory accesses the key vault using its own service principal 

- Access to the on-premises data sources is only possible through the self-hosted integration 

runtime, ensuring that no data leaves the internal network. In the case of public ftp this is not 

the case. 

5.6.4 High-availability and disaster recovery 

Azure Data Factory forms a critical part of the application and offers a 99.9% availability SLA. It also 

depends on the availability of the self-hosted integration runtime.  

 

In a disaster recovery set-up another Azure Data factory ss deployed in the secondary region. 

 

5.7 Azure SQL 
Azure SQL Database is the intelligent, scalable, cloud database service that provides the broadest 

SQL Server engine compatibility.  

5.7.1 Azure SQL Server 

Some parameters must be configured during setup of the Azure SQL Database. The following applies 

for the SQL Server: 

 

Parameter Development Production 

Server admin login sqladmin N/A 

Password Generated automatically 

Secret: sqladmin-pwd 

N/A 

Allow access to Azure 

services 

Enabled N/A 

Advanced data security Enabled N/A 

Tag description Azure SQL Server to host 

databases 

N/A 

Lock Delete lock N/A 

 

Additional configurations of the SQL Server 

 

The storage account of the corresponding environment is used to store the results of the vulnerability 

scan. 

All subnets from the virtual network in the management environment must be added to the firewall rules. 

Advanced data security is enabled and all options are configured  

o Advanced threat protection mailing suspicious logins 

o Weekly vulnerability assessment assessing changes from the benchmark firewall rules and 

SQL Server permissions 

SQL Server auditing must be enabled on server level with destination the log analytics workspace of the 

environment. 

The Azure AD administrator is the group MIF_INFRA_DEV for development. 

 

Advanced data security will scan all databases on the SQL Server for vulnerabilities every 7 days. 

Scans will be performed every Sunday at approximately 12:00 AM UTC. The results are mailed to the 

subscription owners: 
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The subscription owners can be found/altered in each subscription by checking the access control. 

 
 

Or by following this link: (For production) 

 

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-

453f-acce-1f036b6c5e2c/users 

 

The credentials of the SQL Admin are stored in the key vault (see section 5.3) of the corresponding 

environment. 

 

5.7.2 Azure SQL database 

Parameter Development Test Production 

SQL Elastic pool No No No 

Size S3 S3 S3 

Tag description Azure SQL Database 

for data storage 

Azure SQL Database 

for data storage 

Azure SQL Database 

for data storage 

Lock Delete lock Delete lock Delete lock 

 

An automation runbook to do the SQL Maintenance is deployed to the automation account (see section 

Error! Reference source not found.) to which a weekly schedule is attached. The script that is used 

to provide the SQL Maintenance is the SQL Server Index and Statistics Maintenance from Ola 

Hallengren. This script is licensed under the MIT license and can be found online.  

 

5.7.3 Permissions  

Depending on the specific data, the amount and types of schemas the specific permissions for all 

users and service principals will be determined.  

https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/users
https://portal.azure.com/#@emsaeuropa.onmicrosoft.com/resource/subscriptions/49dbba4a-f9cd-453f-acce-1f036b6c5e2c/users
https://opensource.org/licenses/MIT
https://ola.hallengren.com/sql-server-index-and-statistics-maintenance.html
SILVA Raul
Rectangle
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5.7.4 Security 

The following measures are taken for ensuring the security of the data in the Azure SQL database. 

5.7.4.1 Azure SQL User Accounts 

When accessing the database, a user account needs to be provided. This can be a SQL Server user, 

an Azure AD user or a service principal. Each user has its own permissions and is set to the minimum 

amount of privileges to execute the necessary tasks. Each Azure SQL Server has an admin user with 

permissions on the whole database. Next to that there is an Azure SQL AD administrator with the same 

permissions. This user manages the Azure AD users and their permissions. Whenever possible Azure 

AD authentication will be used. For technical access service principals are used for authentication. SQL 

users are not used.  

 

- Azure Data factory connects with its own service principal if necessary 

- Azure Databricks connects with its own service principal 

- Azure automation account connect with its own service principal  

- PowerBI connects with a technical Azure AD user 

- The connection is done with its Azure AD users added to the subscription by using the Azure 

AD group 

5.7.4.2 Advanced Threat Protection 

Advanced threat protection consists of three components to elevate the security of the Azure SQL 

database at the cost of € 12.65 per server and will be enabled (included in the estimation above). It 

contains the components described below and sends weekly vulnerability assessments and security 

threats to a provided mail address.  

 

• Data Discovery & classification 

o To make sure that all sensitive data in the database is identified it is possible to classify 

tables and columns. This makes it easier to identify the necessary permissions and 

apply security features like dynamic data masking 

• Vulnerability assessment 

o Using a large range of checks the SQL Server vulnerability assessment identifies 

possible security risks of the Azure SQL Server like missing firewall settings, database 

role memberships, …  

• Threat detection 

o Threat detection identifies potential threats like unusual locations from where the Azure 

SQL database is accessed, brute force credential attacks, SQL injection and more to 

ensure that action can be taken quickly 
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5.7.4.3 Transparent Data Encryption 

Transparent data encryption (TDE) makes sure that all data-at-rest is encrypted. In practice this means 

that when attackers get hold of the database files, transaction log or any database backups these files 

are encrypted and cannot be restored without the encryption key. 

 

TDE is enabled by default on an Azure SQL database and only adds a small additional cost to the back-

ups of the database. The Azure SQL database includes 7 days of point-in-time back-ups being 

available. If this would not suffice it can be expanded for a longer retention time at a higher cost. 

 

By default, this key is managed by Microsoft but Bring Your Own Key (BYOK) support has been added 

recently. This feature makes it possible to store your own encryption key in an Azure Key vault and use 

it to encrypt the database files rather than using the one provided by Microsoft. . Error! Reference 

source not found. shows how this mechanism works. 

 

 

This feature is activated by default and will not be disabled. The key provided by Microsoft is used. 
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5.7.4.4 Azure SQL Firewall 

While Azure SQL is a service accessible from the internet traffic needs to be explicitly allowed before a 

connection is possible. Next to that it is possible to deny or allow access to the Azure SQL Database 

from other Azure services. When enabled no specific access needs to be specified for other Azure 

services.  

 

 

 

 

5.7.5 High-availability and disaster recovery 

Azure SQL database forms a critical part of the application and offers a 99.99% availability SLA. 

 

In a disaster recovery set-up this database will depending on the disaster recovery design be set up in 

a geo-redundant way or a second Azure SQL database is deployed.  

 

  

5.8 Disaster Recovery 
5.8.1 General strategy 

Handling a disaster recovery situation in your Azure data platform solution requires a systematic 

approach to ensure that you can restore services and data with minimal disruption. Here are the general 

steps to follow when one or more components fail: 

 

• Activate the Disaster Recovery Plan (DRP): 

Upon detecting a failure or disaster, the designated personnel should immediately initiate the pre-

defined disaster recovery plan for the affected component(s). Ensure that all team members are aware 

of their roles and responsibilities. 
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• Assess the Situation: 

Conduct an initial assessment to determine the scope and severity of the failure. Identify which 

component(s) are affected and the potential impact on data and services. 

 

• Isolate the Issue: 

If possible, isolate the issue to prevent further damage or data loss. For example, if a component is 

compromised due to a security breach, isolate the compromised resources. 

 

• Restore Services and Data: 

Azure Data Factory: In the case of Azure Data Factory, initiate a failover to a secondary instance if 

available. Activate predefined pipelines to restore data and functionality. Verify data integrity and 

pipeline performance. 

 

Azure Data Lake Storage: Restore data from backups to the primary Data Lake Storage account. 

Ensure that access controls and permissions are reconfigured as necessary. 

 

Azure SQL Database: Restore the SQL Database from backups to the desired point in time. 

Reconfigure database connections and applications to point to the recovered database. 

 

Azure Databricks: Depending on the severity of the issue, you may need to restore Databricks 

workspace from snapshots or backups. Ensure that notebooks and job configurations are reinstated. 

 

Azure Key Vault: If Key Vault is compromised, restore secrets and keys from backups. Update access 

policies and rotate compromised keys as necessary. 

 

• Testing and Verification: 

After restoring services and data, perform thorough testing to ensure that the recovered components 

are functioning as expected. Verify data integrity and validate the performance of critical processes. 

 

• Communication: 

Keep stakeholders, including management and affected users, informed about the situation and the 

progress of the recovery efforts. Provide realistic estimates of when services will be fully restored. 

 

• Monitor Continuously: 

Continuously monitor the recovered components and services for any signs of issues or anomalies. 

Configure alerts and monitoring solutions to detect and respond to potential problems. 

 

• Root Cause Analysis: 
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After the situation is stabilized, conduct a detailed root cause analysis to determine why the failure 

occurred. This analysis will help you identify areas for improvement in your disaster recovery plan and 

overall system resilience. 

 

• Documentation and Reporting: 

Document the entire incident, including the timeline of events, actions taken, and lessons learned. This 

documentation will be valuable for post-incident analysis and for making improvements to your disaster 

recovery plan. 

 

• Review and Update the Disaster Recovery Plan: 

Based on the findings from the root cause analysis and the lessons learned, update your disaster 

recovery plan to address any shortcomings or areas for improvement. Regularly review and revise the 

plan to ensure its effectiveness. 

Remember that effective communication, rapid response, and well-documented processes are 

essential during a disaster recovery situation. Being well-prepared and having a tested plan in place 

will help minimize downtime and data loss in the event of component failures or disasters. 

 

 

5.8.2 Microsoft documentation 

 

Backup and disaster recovery for Azure applications 

https://learn.microsoft.com/en-us/azure/well-architected/resiliency/backup-and-recovery 

Disaster recovery: Azure databricks 

https://learn.microsoft.com/en-us/azure/databricks/administration-guide/disaster-recovery 

Azure Backup service documentation 

https://learn.microsoft.com/en-us/azure/backup/ 

 

 

  

https://learn.microsoft.com/en-us/azure/well-architected/resiliency/backup-and-recovery
https://learn.microsoft.com/en-us/azure/databricks/administration-guide/disaster-recovery
https://learn.microsoft.com/en-us/azure/backup/
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6. Appendix 

 

6.1 Azure Devops Service principal Azure AD permission configuration 
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6.2 Create an Azure Key Vault-backed secret scope 

1. Verify that you have Owner permission on the Azure Key Vault instance that you want to 

use to back the secret scope. 

If you do not have a Key Vault instance, follow the instructions in Quickstart: Create a Key 

Vault using the Azure portal. 

2. Go to https://<your_azure_databricks_url>#secrets/createScope (for 

example, https://westus.azuredatabricks.net#secrets/createScope). 

https://docs.microsoft.com/azure/key-vault/quick-create-portal
https://docs.microsoft.com/azure/key-vault/quick-create-portal
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3. Enter the name of the secret scope. Secret scope names are case insensitive. 

4. Use the Manage Principal drop-down to specify whether All 

Users have MANAGE permission for this secret scope or only the Creator of the secret scope 

(that is to say, you). 

MANAGE permission allows users to read and write to this secret scope, and, in the case of 

accounts on the Azure Databricks Premium Plan, to change permissions for the scope. 

Your account must have the Azure Databricks Premium Plan for you to be able to 

select Creator. This is the recommended approach: grant MANAGE permission to 

the Creator when you create the secret scope, and then assign more granular access 

permissions after you have tested the scope. For an example workflow, see Secret workflow 

example. 

If your account has the Standard Plan, you must set the MANAGE permission to the “All 

Users” group. If you select Creator here, you will see an error message when you try to save 

the scope. 

For more information about the MANAGE permission, see Secret access control. 

5. Enter the DNS Name (for example, https://databrickskv.vault.azure.net/) 

and Resource ID, for example: 

Copy 

https://databricks.com/product/azure-pricing
https://databricks.com/product/azure-pricing
https://docs.microsoft.com/en-us/azure/databricks/security/secrets/example-secret-workflow#example-secret-workflow
https://docs.microsoft.com/en-us/azure/databricks/security/secrets/example-secret-workflow#example-secret-workflow
https://docs.microsoft.com/en-us/azure/databricks/security/secrets/secret-acl#secret-acl
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/subscriptions/xxxxxxxx-xxxx-xxxx-xxxx-

xxxxxxxxxxxx/resourcegroups/databricks-

rg/providers/Microsoft.KeyVault/vaults/databricksKV 

These properties are available from the Properties tab of an Azure Key Vault in your Azure 

portal. 

 

6. Click the Create button. 

7. Use the Databricks CLI databricks secrets list-scopes command to verify that the 

scope was created successfully. 

 

 

6.3 Datalake Access guide 
6.3.1 Azure storage explorer 

The data lake is what is used in the backend to store all the data from the FTP servers before it is 

merged to the SQL database. For manual interventions, files can be loaded onto this datalake so they 

will be processed in the next run. For easy access to the data lake, the Azure storage explorer tool is 

used. The tool can be downloaded from the microsoft website: https://azure.microsoft.com/en-

us/features/storage-explorer/#features  

 

Once the installation is completed, open the Azure Storage Explorer. The following screen will be 

shown: 

https://docs.microsoft.com/en-us/azure/databricks/dev-tools/cli/
https://azure.microsoft.com/en-us/features/storage-explorer/#features
https://azure.microsoft.com/en-us/features/storage-explorer/#features
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To connect to the datalake, press the connection icon in the left menu bar: 

 
The connect dialog will appear: 
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Choose the option Use a storage account name and key and click next.  

Fill in the fields: 

Display name: MARINFO4 datalake (this name can be chosen freely) 

Account name: marinfoprodwedl 

Access key: 

RD4X9WHwS2/39Os+TbpkOtV1lOwpX/KIx2PjylkW91+ZvC8EVcjw7ROQmlb6+pc6X/SWZN6yVVK+W5

2EBsbpvQ== 

Storage domain: Azure 

 

SILVA Raul
Rectangle



PUBLICATION TITLE 

Page 62 of 73 

   

 
 

Click next and afterwards click connect. The connection will be added to the Azure Storage explorer.  

 

To view the datalake and its contents, press the explorer button in the left sidebar: 

 
 

All your connections are shown here. The newly added connection will be visible under local & 

attached > Storage Accounts  
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6.4 Adding manual files to the datalake 
To add manual files to the data lake, a container has been made where manual files can be dropped 

to be processed in the next run. Under the MARINFO4 connection in Azure Storage explorer, there 

will be a Blob Container tab. Open the tab and two containers will show up (datalake and overwrite): 

 

 

 

The datalake container is used by the backend. The reports will be saved in this container together 

with the extracted data from the zip files, partitioned by execution ID and load ID. Nothing should be 

changed to this container. 

 

The overwrite container is used for manual files. Open the container by double clicking it. The 

container will open and contains one folder: MARINFO4 
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Open the folder by double clicking it. Manual files can be uploaded in this folder. This can be done by 

dragging and dropping zip files from your computer or by pressing the upload button at the top. 

 

Note: each run, the new files are taken from this folder. Whether a file is new or not is based on the 

last modified date. If this date is before the date of the last successful run, the file will not be 

processed again. So old files do not have to be removed (they can however). 

 

 

 

 

 

6.5 Data Factory guide 
6.5.1 General information 

The data factory is the orchestration tool for the runs. A run can be started and it will complete the full 

flow (get the data, process it, update logging database for PowerBI report, send emails). The general 

interface for this tool is visible in the picture below: 

 

 

EMSA users that have access to this interface, will be allowed to manually trigger a run of the full 

flow. To open the data factory interface, go to the following link: https://adf.azure.com/en-

us/home?factory=%2Fsubscriptions%2F26a4f5fc-013a-4eed-b1c5-

48384da8c385%2FresourceGroups%2Fmif-prod-we-

rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmif-prod-we-df  

 

https://adf.azure.com/en-us/home?factory=%2Fsubscriptions%2F26a4f5fc-013a-4eed-b1c5-48384da8c385%2FresourceGroups%2Fmif-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmif-prod-we-df
https://adf.azure.com/en-us/home?factory=%2Fsubscriptions%2F26a4f5fc-013a-4eed-b1c5-48384da8c385%2FresourceGroups%2Fmif-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmif-prod-we-df
https://adf.azure.com/en-us/home?factory=%2Fsubscriptions%2F26a4f5fc-013a-4eed-b1c5-48384da8c385%2FresourceGroups%2Fmif-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmif-prod-we-df
https://adf.azure.com/en-us/home?factory=%2Fsubscriptions%2F26a4f5fc-013a-4eed-b1c5-48384da8c385%2FresourceGroups%2Fmif-prod-we-rg%2Fproviders%2FMicrosoft.DataFactory%2Ffactories%2Fmif-prod-we-df
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For the flow, a schedule can be created when the flow should run. There are various possibilities. At 

this moment, a schedule is created for the flow to run twice each week on mon at 21h lisbon time and 

tue at 21h lisbon time. 

 

6.5.2 Manual data factory trigger  

 

 

For EMSA users, to be able to trigger the flow when they want, they can login to data factory and do a 

manual trigger from there. When clicking on the link provided above, the following home page 

appears: 

 

 

 

Click on the pencil at the right bar: 
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The data factory GUI will open. Now, open the pipelines tab and click on the “Ingest_data” pipeline: 

 

 

 

The pipeline will open and at the top, you will find the trigger button. Press this button and press 

“Trigger Now” and this will start the manual run of the pipeline.  

 



PUBLICATION TITLE 

 

  Page 67 of  73 

 

 

The progress can then be followed up in the monitoring tab of data factory: 

 

 

 

 

Note that is might take some time, depending on the amount of files that need to be processed, 

before the run completes. It is possible to check the current status by querying the logging tables in 

the MARINFO database.  
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Note: if the contractor added new files to the FTP servers since last run, they will also be processed 

when triggering the data factory flow.  

 

 

6.6 Database upgrade 

Step 1: Log into the Azure portal and select the correct resource: marinfo-prod-asd 

 

 

Step 2: Select “Compute + storage” 
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Step 3: Adapt the slider, or enter a higher number in the input box. 

 

 

 Note: Every night at 8pm CET, the number of VCores is reset to 4. 

 

6.7 Create read-only user in MARINFO database (using SQL Server 
Management Studio): 

1. Login to the database on which to create the read-only user (for this example the 

PRD database is used) via SSMS: 
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2. Open “System Databases” and right click the “master” database. Click “New Query”: 

 
 

3. Type in the following query in the editor and change <user> and <password> with 

the username and password respectively. These can be chosen freely. Do note to 

keep track of the password: 

 

 

 

CREATE LOGIN [<user>] WITH PASSWORD=N'<password>' 

GO 
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4. Next, right click the database you want to grant access to and select “New Query”: 

 
 

Type in the following query and change <user> with the username created in the 
previous steps: 
  

 

 

 

6.8 Add IP range to access MARINFO database (using Azure portal): 
1. Login to Azure portal (portal.azure.com) 

2. Go to SQL servers, and select the server on the correct environment: 

CREATE USER [<user>] FOR LOGIN [<user>] 
GO 
EXEC sp_addrolemember db_datareader, <user> 

GO 
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3. Select “Show firewall settings” 

 
 

4. Add a “Rule Name”, “Start IP” and “End IP”, and click on “Save” 
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